August 22, 2019

ATTORNEY GENERAL RAOUL PARTNERS WITH STATE ATTORNEYS GENERAL AND TELECOM
COMPANIES IN FIGHT AGAINST ILLEGAL ROBOCALLS

Chicago — Attorney General Kwame Raoul today announced that phone companies have agreed to adopt a
set of principles to fight illegal robocalls following discussions as part of a bipartisan, public/private coalition of
51 attorneys general and 12 phone companies. This agreement will help protect phone users from illegal
robocalls and make it easier for attorneys general to investigate and prosecute bad actors.

“I appreciate the support and assistance from these companies in achieving our mutual goal of stopping
robocalls,” Raoul said. “This is a step in the right direction toward solving a pervasive problem that burdens
people across the country. Robocalls cost consumers time and money, as well as violate their privacy. I will
continue to protect the rights of Illinois consumers by fighting against this illegal practice.”

Over the past 18 months, Raoul and the coalition of attorneys general worked with telecom companies to
investigate technological solutions that major voice service providers were designing, developing and
implementing to stop robocalls. Based on these meetings, the coalition developed a set of eight principles
the phone companies can implement that address the robocall problem in two main ways: prevention and
enforcement.

Phone companies will work to prevent illegal robocalls by:

e Implementing call-blocking technology at the network level at no cost to customers.

e Making available to customers additional, free, easy-to-use call blocking and labeling tools.
e Implementing technology to authenticate that callers are coming from a valid source.

e Monitoring their networks for robocall traffic.

Phone companies will assist attorneys general anti-robocall enforcement by:

e Knowing who their customers are, so bad actors can be identified and investigated.

e Investigating and taking action against suspicious callers - including notifying law enforcement and
state attorneys general.

e Working with law enforcement, including state attorneys general, to trace the origins of illegal
robocalls.

e Requiring telephone companies with which they contract to cooperate in call traceback
identification, where they work backward and attempt to identify the caller.

Going forward, phone companies will stay in close communication with the coalition of attorneys general to
continue to optimize robocall protections as technology and scammer techniques change.

This set of principles is the latest in Attorney General Raoul’s effort to curb illegal robocalls. In June, Raoul,
in cooperation with the Federal Trade Commission, announced a major crackdown on robocalls that included
94 actions targeting operations around the country that were responsible for more than 1 billion calls. As
part of that crackdown, Raoul filed a lawsuit against Glamour Services, LLC; Awe Struck, Inc.; and Matthew
Glamkowski, the manager of Glamour Services and president of Awe Struck for allegedly using robocalling
and telemarking to solicit home cleaning services since 2007. In May, Raoul submitted comments to the
Federal Communications Commission urging the adoption of its proposed rules on enforcement against caller
ID spoofing.



Consumers who wish to file a complaint against a company responsible for robocalls can do so on the
Attorney General’s website or by calling Raoul’s Consumer Fraud Hotline at 1-800-243-0618. Information
about how consumers can add their number to the Do Not Call registry is also available on the Attorney
General’s website.

Joining Raoul in the coalition are the attorneys general from all 50 states and Washington, D.C. The
companies that joined the coalition include AT&T, Bandwidth, CenturyLink, Charter, Comcast, Consolidated,
Frontier, Sprint, T-Mobile, U.S. Cellular, Verizon, and Windstream.


https://illinoisattorneygeneral.gov/File-A-Complaint/index

ANTI-ROBOCALL PRINCIPLES

State Attorneys General and the undersigned voice service
providers are committed to stopping illegal and unwanted robocalls for
the American people. Therefore, state Attorneys General have engaged
voice service providers to gain their support and assistance in combatting
this pervasive problem. These Anti-Robocall Principles are the product of
this engagement.

Illegal and unwanted robocalls continue to harm and hassle people
every day. Consumer fraud often originates with an illegal call, and
robocalls regularly interrupt our daily lives. Robocalls and telemarketing
calls are the number one source of consumer complaints at many state
Attorneys General offices, as well as at both the Federal Communications
Commission and the Federal Trade Commission. State Attorneys General
are on the front lines of enforcing do-not-call laws and helping people who
are scammed and harassed by these calls.

Through law enforcement and technological developments,
respectively, state Attorneys General and voice service providers are
working to assist consumers and battle bad actors who scam consumers
and intrude upon their lives. By implementing call blocking technology,
knowing their customers, actively monitoring their networks for
robocall traffic, cooperating in investigations that trace the origins of
illegal robocalls, and integrating other practices enumerated in the
Anti-Robocall Principles, these voice service providers will aid the state
Attorneys General in identifying and prosecuting illegal robocallers.



ANTI-ROBOCALL PRINCIPLES FOR VOICE SERVICE PROVIDERS

The undersigned voice service providers declare that they will work with the undersigned
state Attorneys General by incorporating, or continuing to incorporate, these
Anti-Robocall Principles into their business practices:

Principle #1.

Principle #2.

Principle #3.

Principle #4.

Principle #5.

Principle #6.

Principle #7.

Principle #8.

Offer Free Call Blocking and Labeling. For smartphone mobile and VolIP residential
customers, make available free, easy-to-use call blocking and labeling tools and regularly
engage in easily understandable outreach efforts to notify them about these tools.
For all types of customers, implement network-level call blocking at no charge.
Use best efforts to ensure that all tools offered safeguard customers’ personal, proprietary,
and location information.

Implement STIR/SHAKEN. Implement STIR/SHAKEN call authentication.

Analyze and Monitor Network Traffic. Analyze high-volume voice network traffic to
identify and monitor patterns consistent with robocalls.

Investigate Suspicious Calls and Calling Patterns. If a provider detects a pattern
consistent with illegal robocalls, or if a provider otherwise has reason to suspect illegal
robocalling or spoofing is taking place over its network, seek to identify the party that is
using its network to originate, route, or terminate these calls and take appropriate action.
Taking appropriate action may include, but is not limited to, initiating a traceback
investigation, verifying that the originating commercial customer owns or is authorized to
use the Caller ID number, determining whether the Caller ID name sent to a receiving party
matches the customer’s corporate name, trademark, or d/b/a name, terminating the party’s
ability to originate, route, or terminate calls on its network, and notifying law enforcement
authorities.

Confirm the Identity of Commercial Customers. Confirm the identity of new
commercial VolP customers by collecting information such as physical business location,
contact person(s), state or country of incorporation, federal tax ID, and the nature of the
customer’s business.

Require Traceback Cooperation in Contracts. For all new and renegotiated contracts
governing the transport of voice calls, use best efforts to require cooperation in traceback
investigations by identifying the upstream provider from which the suspected
illegal robocall entered its network or by identifying its own customer if the call originated
in its network.

Cooperate in Traceback Investigations. To allow for timely and comprehensive
law enforcement efforts against illegal robocallers, dedicate sufficient resources to provide
prompt and complete responses to traceback requests from law enforcement and from
USTelecom’s Industry Traceback Group. ldentify a single point of contact in charge of
responding to these traceback requests, and respond to traceback requests as soon
as possible.

Communicate with State Attorneys General. Communicate and cooperate with
state Attorneys General about recognized scams and trends in illegal robocalling. Due to
the ever-changing nature of technology, update the state Attorneys General about
potential additional solutions for combatting illegal robocalls.



DEFINITIONS OF TERMS IN ANTI-ROBOCALL PRINCIPLES

The following terms are used in the attached set of Principles:

CALL AUTHENTICATION: Call authentication allows a voice service provider to
cryptographically sign call signaling information and allows the intermediate and
destination providers to validate the signature. Call authentication prevents a caller from
disguising its true identity and/or call origination. Call authentication is provided by a set
of standards called STIR/SHAKEN, which specifies this functionality for Voice over
Internet Protocol (“VoIP”) calls.

CALL BLOCKING: Call blocking consists of technologies or devices that can stop
illegal robocalls before they reach the called party. Call blocking can be implemented by
various means on a voice service provider’s network or can be activated by the consumer
through software applications or other devices or services.

CALL BLOCKING TOOLS: Call blocking tools are devices, software applications, or
services that may be pre-installed, downloaded, enabled, or manually programmed for
individual use by consumers. Call blocking tools may be offered directly by the provider
or made available through third parties.

CALL LABELING: Call labeling passes additional information about an incoming call
to the called party beyond the caller’s telephone number and caller ID name. It is typically
displayed on the landline caller ID display or the mobile device screen. The information
may display something like “spam” or “fraud alert” in text, or it may suggest the likelihood
of an unwanted call by color, score, or image. The information may be provided by the
voice service provider or by third-party software and services.

NETWORK-LEVEL CALL BLOCKING: Network-level call blocking by the voice
service provider stops calls from reaching a consumer’s landline or cellular telephone

device without the consumer taking any steps to activate, request, opt-in, opt-out, or enable
the blocking.

SHAKEN:  Signature-based Handling of Asserted information using toKENSs.
SHAKEN is an industry standard that defines how voice service providers should
implement the STIR technology to ensure that outbound or originating calling party
numbers are not illegally spoofed.

STIR: Secure Telephony Identity Revisited. STIR is the name of a standardization
working group and is commonly used to label the technology that adds cryptographic
signatures to call signaling requests. This technology prevents a caller from providing
a calling number to the receiving party that the caller is not authorized to use.



DEFINITIONS OF TERMS (continued)

e STIR/SHAKEN: STIR/SHAKEN describes a set of technical standards and operating
procedures for implementing call authentication for calls carried over an Internet Protocol
network. The STIR/SHAKEN framework will enable originating voice service providers
to attest to the validity of asserted caller IDs and sign outbound calls with a secure signature
or certificate that cannot be faked. The terminating service provider will use the security
certificate to validate that the caller ID attestation has not been compromised.

e TRACEBACK: Traceback is the process of determining the origin of a call, typically by
starting with the receiving party and terminating voice service provider and tracing
backwards through the path of the intermediate providers and, ultimately, to the originating
voice service provider and the origin of the call. Traceback can be used to find the source
of robocalls and, thus, the entities responsible for those calls.

e VoIP: Voice over Internet Protocol. VVoIP carries voice telephone calls over Internet
Protocol networks, either within and between voice service providers or to the
end customer.

DISCLAIMER

Failure to adhere to these principles is not in itself a basis for liability nor does adherence to
these principles protect or release any party from liability. Compliance with these principles
does not relieve any party from its duty to comply with state or federal laws and regulations.
Adherence to these principles may take time for the voice service providers to plan for and
implement.



AGREED to and SUPPORTED by the undersigned state Attorneys General and

voice service providers:

AT&T Services, Inc.

CenturyLink

Comcast

Bandwidth Inc.

Charter Communications, Inc.

Consolidated Communications, Inc.

Frontier Communications Corporation

T-Mobile USA

Verizon
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KWAME RAOUL Do Not Call Registry

[LLINOISTATTORNEXY GENERAL

Telemarketing calls are often an unwelcome annoyance. To reduce the amount of unwanted telemarketing
calls you receive, you can register your home and cellular phone numbers on the nationwide Do Not Call
Registry. The Attorney General’s Office enforces the rules of the Do Not Call Registry to make sure that
businesses follow the law and consumers do not become victims of fraud.

To register, visit https://donotcall.gov/register/reg.aspx
or call 1-888-382-1222 (TTY: 1-866-290-4236).

Easy on-line registration

Step 1 Enter up to three phone numbers and your email address

Step 2 Check that the information is correct

Step 3 Receive an email from verify@donotcall.gov within a few minutes. It will tell you if your number
was previously registered or if the new registration is complete.

This service is free to consumers and doesn’t require repeated enrollment—once you sign up, your
registration will not expire.

However, it’s important to know that, under federal and state law, a number of businesses or organizations
still can call numbers on the registry, including:

e calls from organizations with which you have established a business relationship;
e calls for which you have given prior written consent;

calls which are not commercial or do not include unsolicited advertisements;
calls by or on behalf of tax-exempt non-profit organizations.

calls that are political

calls about charities

calls about debt collection

The Do Not Call Registry stops sales calls from real companies. The Registry is a list that tells
telemarketers what numbers not to call. The FCC does not and cannot block calls and the Registry can’t
stop calls from scammers who ignore the Registry. To get fewer unwanted calls, look into blocking
unwanted calls. There are different call-blocking options for mobile phones, traditional landlines, and
landlines that use the internet (VoIP). More information on call blocking can be found on the FCC website
www.donotcall.gov.

For more information, please contact us.

Chicago Consumer Hotline  Springfield Consumer Hotline Carbondale Consumer Hotline
1-800-386-5438 1-800-243-0618 1-800-243-5377
1-800-964-3013 TTY 1-877-844-5461 TTY 1-877-964-3013 TTY



https://donotcall.gov/register/reg.aspx
https://www.consumer.ftc.gov/articles/0548-blocking-unwanted-calls
https://www.consumer.ftc.gov/articles/0548-blocking-unwanted-calls
http://www.donotcall.gov/
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