An opporturTitTttTenec _on: | -5a
potential situations your child may -
encounter when engagi ith
others online.




Using the Scenarios with Your Child

l \

As you deem appro;}riate use the scenarios to engage your

child(ren) in “What i conversatlons such as “What if you
received a text or m 1ge from an unknown sender?

Would you respond;'. A  CEEm |

!
e e e = e | ‘

Telling our youth to%ray :”rhb,”? valk away and report is

idealistic. To prepare them to handle these types of

situations, we mustlwerp ‘plan and practice their
responses. These scenarios can help.

<\ Office of the Illlinois Attorn ey General
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Digital Overload

| mEus. W

5. i
tumblr. &8 .
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Presenter
Presentation Notes
For further information on any of the above apps/sites, visit Common Sense Media or the App/Google Play Store on your mobile device.

Below is a list of the app names that are not fully named in their logos/icons.

1- Facebook
2-Instagram
3-Google (also note: Google Chrome, Google Hangouts, Google Voice, Google Doc, Google Drive)
4-Twitter (also note: Twitter’s live-streaming app, Periscope)
5-PlayStation
6-Snapchat
7-YouNow


http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCI_B69OO3scCFc0KkgodrBIOdw&url=http://www.eonline.com/news/654608/uh-oh-almost-half-of-tinder-users-aren-t-actually-single&psig=AFQjCNF45OHAKFEOX2PNU1Fhv1WugyYWzA&ust=1441481346816392

Social-Emotional Competencies

e Self-Awareness = - e Relationship Skills

— Malntams sense of selff | — Stands up to peer pressure
confidence | = Responsible Decision

= Accurqte seIf-perc:e_p_ti;oip_'_____ M éﬁkﬁi ng |

* Self-Management '_ men a=m _ Takes 'responsilpoility
— Delayed gratification——————— Anticipates consequences
— Controls impulsiveness | — Asks for help

e Social Awareness | — Refuses provocation
— Empathetic — Evaluates, reflects on and
— Appreciates diversity learns from experience

|
— Communicates respectfully

Excerpts from Mental Health America of lllinois

\  Office of the lllinois Attorney General
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Presenter
Presentation Notes
Is your child tech-ready?
Review your child’s competencies as they relate to technology and the Internet. 
Think, is my child self-aware, socially aware, etc.?

Examples of ways these competencies relate to children’s online use.

Self-awareness: understanding Instagram and social media do not always reflect real life; using filters and Photoshop to make their pictures look “better”; refraining from comparing themselves to others’ online images and posts

Self-management: craving/seeking likes, followers, positive comments; refraining from commenting (especially if not appropriate or kind); not needing to check device every time a notification alerts (turn off notifications)

Social awareness: using language on tech they would never use in public or even at all in person

Relationship skills: joining or creating hate/confession pages; creating or sharing their own or others’ nudes

Responsible decision making: “it was a joke” – relying on JK, LOL and smileys to make an otherwise hurtful comment “okay”; lack of reporting; identify risks vs benefits; ability to not repeat inappropriate/hurtful behavior

The competencies listed are just a start, further information can be found at Mental Health America of Illinois.



Scenarios
Considerations. Questions. Reflection.

The scenarios and examples included are

followed by questions and suggestions to

consider as parents, guardians and trusted
adults.




You log onto your child’s
social media page
(Facebooi Instagram,

Twitter) and see they
recently p{o,s,t_ed this | e
nage ‘ e

\ Office of the lllinois Attorney General
High Tech Crimes Bureau
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What is the purpose of this post? Seeking a sense of belonging
or importance, or a true need for help?

Would you be conc

communicating thei
after seeing this po
“just for fun?”

ir feelings’:
st? What i

> Would vi
if they saic

erned that this is how your child is

ou talk to your child
| “it was just a joke” o

What are potential

concerh-
)] soeiafn

consequences for
|

posting this image «

Note: We suggest y
child’s accounts, as
their password, not

ou have tt
overwheli

1€ Passwo
ming as th

rd to each of your
iIs may seem. With

friends/followers p«

ost, but y

only can(}you see w

U Cahn see

hat they and their
their direct messages

(Instagram’s version of a text message) friend/follower
requests and feed/timeline.

High Tech Crimes Bureau




Community & Media Influences

e Healthy RelatIC)nShlpS family, neighborhood,

medla/SOC|ety) B
. Attentl;on Seeking (\Al | .rﬁ‘?elebrities doing for

attention? What do siblings, 'gers etc. do?) |

B oY

* What's Co_nsideredlttractlve (magazines, TV,
YouTube, school)

 Fame/Money (YouTube, Instagram, Vine)

Content posted by friends, followers, celebrities, websites and the media in general can
influence and shape children’s perspectives. Consider who and what they are being
exposed to online that may be influencing personality, behavior and style changes.

>\ Office of the lllinois Attorney General
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Locker Room Photo Fate
l i

Last Tuesday, someone secretly took a half naked photo of the 14-

vear-old girl while she changed in the school locker room and posted

1t on social medaa.

The high school teenager found out after students had forwarded the

image to each other on Snapchat.

"All the time they (students) have their phones out. She had no idea
anyone had taken a picture,” said Christine Snodgrass, mother of the

14-vear-old student.

Hawley, Amy. September 15, 2015. Kansas school distri(;‘t couid éhdngé p;JIi(;‘y gfte;f cyberbeIYIng
complaint. Retrieved from www.kshb.com.
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As a parent, how would you respond to being contacted by the school with the
accusation that your child took the half-naked photo?

Consider your reaction to the school

Consider your next conversation wit

. Would you

h your child.

be cooperative?

Is there a loss of privilege? Do

you talk through the choices they m:
picture must feel? Do you talk about
forward? !

ade? Do you
how to mak

identify how the child in the
e better choices moving

What if your child: e

« was in the locker room, didn’t take the photo,

the child whodid?

| |
but also didn’t attempt to stop

r ol P . I P
* received the photo via Snapchat

* was the student in the photo?

What is the appropriate discipline fo
those who received and shared the i

or text and's

ared fh_e‘pHoto with others?

r the offender? For the bystanders? For

mage?

How would you want ydur child to respond to this incident? As a bystander? As
the victim? As a recipient of the image?

Office of the lllinois Attorney General

High Tech Crimes Bureau




Group Gossip Gone South

Victim of cyberbullying returns to class, 2 |
weeks after school year began | |

Retrieved from www.wcpo.com.

\ Office of the lllinois Attorney General .
High Tech Crimes Bureau See next slide for the story. m @]



Presenter
Presentation Notes
As a parent, you will likely want to discuss gossip—and its potential consequences within relationships—with your children.  Part of this conversation should detail the consequences of posting gossip online, such as it will reach a larger audience, be quicker to spread and be harder to control.  Talk to children about what types of content they want to consume online about their friends/classmates.



Group Gossip Gone South

|
* A group of students on the cheerleading team
began by bad-mouthl g a teammate,

Madison, who cou t 'ee%thﬁstraztegically
placed posts. - —

* Shortly thereafter, ne t:ve Ci ......ents about
and threats of harm to Madison began
appearing on social media, from “every time |
see her, | think of Satah” to death threats

noting weapons they would use.

m..gl

(> Office of the lllinois Attorney General

High Tech Crimes Bureau See next slide for clips from the news article.



Group Gossip Gone South

"It's kind of overwhelming and depressing," Madison Fields said as "I'm scared that they told everybody else and everybody else is just as
she took a break from doing schoolwork at home. mad as they are, and I don't know if they’re going to hurt me or not,”

Madison said.
The 13-vear-old is still staying home from school after police warned

her about death threats on Facebook. The school has just finalized a "I get texts like every day - "Are you going to come to school today?
detailed safety plan, promising to make the eighth-grader feel Are vou going to come to school today?' - from people that I didn’t
comfortable going back, but she says she is still afraid. even really talk to and I don’t know if they're just asking to plan

something at school or if they're really caring.
Madison is trying to catch up after missing more than a week of

school and wondering why the cheerleaders threatened her. R S e s AR,

"I have no idea ... I don’t even know what started it all," she said. "I

I L e Besides the physical fear, there's an emotional fear, too.

"I'm really scared that they're going to, like, talk about me and

whisper,” Madison said.

“Some of the girls, they told some kids they couldn't be friends with

them if they were friends with me” she said. “That made some kids

Retrieved from www.wcpo.com.
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As a parent, how would you respond to being contacted by another
parent with the accus?tion that your child was making death threats
toward a peer? Consider your reaction to the fellow parent. Do you take

the threats seriously? Are you cooperative? |

What if yopr child:

L-J..

e liked Or!COmlllenLU on LIIE t 'au:_u_i_%ug posts, but didn’t ever text or
|

postathreatenmg message’J - ]

e was the child being threatehetﬁ’ Who would you contact?

Understanding that this alll occurred outsi
you contact the school? How would you w
What are your expectations? If you contac

your expectations but understand that the

de of the school day, would
vant the school to respond?
ct the school, clearly state
oy are limited in the action

they can take, as well as in how much they can tell you about how
they are disciplining, or not disciplining, the involved students.

~ Office of the lllinois Attorney General

I High Tech Crimes Bureau




Consider your next conversation with your child. Is there a loss of

privilege? Do you talk through the choices they made? Do you identify
how the child hearing about the threats must feel? Do you discuss how
to make better choices moving forward?

What is the appropriate dlsuplme for the offender(s)? For the

bystanders? I 5 3

Placing your child in the dlffeh:. t'roles of this scenario (bffender
target, teammate, peer), how wo Jlc you want your ch|I¢I to respond to
this incident? 5 1 O s

|
| I
| | A what point, if any, wouldVo'u}ha}ve contacted law enforcement?

-t - mem- 0

Do your children know they should report to 'you any threat of violence
toward themselves or others that they see or hear?

O

<

~ Office of the lllinois Attorney General
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Why Students Participate in Hurtful

Behavior Toward Others
= | a2
Perception: S | Realitt-/’ reflects a lack of:

Invincibile e Self- anagement

C

Instant, large audiehckéjf ° b,-clah awareness

Sense of anonyrmty | '_‘_f‘(:'.::; Respcnablg_déusmn
Lack of empathy | making '

No monitoring - | *» Relationship skills
Curiosity of the = AdU't presence
bystander '

Office of the lllinois Attorney General

High Tech Crimes Bureau
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Presentation Notes
As children’s confidence increases with their online presence, so too can their lack of respect for others if they feel they are navigating solo without parent oversight.  Remember a child’s impulsivity often does not take into consideration other’s feelings.  Similarly, online readers are often not sympathetic to a child’s lack of social awareness and may respond negatively or attempt to manipulate them online. 



Snapchat: Unsolicited Content

Your child tells you t_haft; ani | |

unknown individual is _
contacting themvia |
Snapchat and has sent SEE .
sexual content. BesE===-===EE

2\ Office of the lllinois Attorney General

High Tech Crimes Bureau
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First and foremost, give your

reporting to you.

child positive reinforcement for

How should your chlld handle unwante
your child determine that contact is “u

d contact? How does
wanted?” Is all

contact from an un
for your child.

NnOowW Ul W

il Ll 1
| ) S

___,__..__

nted? Help define this

How do you respon
been exposed to se

Note: Snapchat, by

whom the user has accepted) can send
I I

High Tech Crimes Bureau

d to the knowledge
xual contTnt from a

that your Chl|d has
stranger?

default, isL set so tha

. Office of the lllinois Attorney General

it only Friends (people
Snaps and Messages.




Hey u go to (insert your child's
school name here)? I'm at (insert
neighboring school here)...small
world

Wonder if we ever met b4

Send meapicsolcancifl
recognize u

Wow!! U look good!!

Office of the lllinois Attorney General
High Tech Crimes Bureau

Does your child respond?

Does your child send a
photo?

Is this flattering or
frightening?
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Imagine your child receives a private message from someone unknown to
them on social media or a texting app. How do they respond? Keep in mind
that youth are curious, impulsive and have more of a sense of adventure than
of fear, especially when online. |

In this story, a 14-year-o

|d girl receiv

ed a text fro

m an unknown male she had

never met or talked to b
a nearby town. He askec
one of herself in a new ¢

efore. He to
] her for pict
Jress (none c
2d to meet:h

d her that he
ures, and she
f the photos
er i:n;h'er tow

> was 16 years old and lived in
2 sent some selfies, including
, were inappropriate or nude).
'n, and she_agreed.

Within 24 hours, he aske

As a parent, how would
child’s phone? How wol

you respd)hd

chi IA an kn

to s_eémg thi

nd to being

enforcement after your
are found hanging out t

Consider your next conv
you talk through the chc

IIIIU QIIU 11C

bgether in to

ersation witl

new “frienc
wn? |

n your child.

vices they m:

personally with stranger

s online can

should always remain private?

High Tech Crimes Bureau

~ Office of the lllinois Attorney General

is conversatlon on your
contacted by law
”(who is actually 26, not 16)

Is there a loss of privilege? Do

ade? Do you

identify how risky talking

be? Do you discuss what information




Things Aren't Always What They Seem

' Oq!mternetsm >
things are no a
. they seem to be.

Be aware and enjoy 1

*"_-Til: ‘_:—_7’:. o

Office of the Illinois Attorney General
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No onfe you meet online shot

* be their boyfriend/g{'ii‘lf‘rie;h" i

e meet offline B o

e send inappropriate or revealing images or videos

e tell them where you live/your school name

e send them your schedule (school, team or daily)

e chat/talk with them somewhere privately (online or in
your home) |

Office of the lllinois Attorney General '&ﬁ?ﬂ%’é’?bnm

sl g MISSING &
High Tech Crimes Bureau EXPLOITED
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Presenter
Presentation Notes
Don’t know what Kik or A/S/L are? Use this to start a conversation with your child.
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Although the points listed on the previous slide may seem
obvious, once youth believe they have made a new friend
online, they are at risk for engaging in these and other
risky behaviors. Understand that once we label an

individual as a “friend,” we treat the
we trust the person, share personal/
with them and ultimately let our guz:

m differently in that
'private information
ard down. Remind

considered real friends. Although we

your children that online “friends” s
the message that all strangers online

nould not be
2 do not want to send
2 are lying or

dangerous, we do not want our chilc
someone online because they seem
with or appear to be your child’s age

Iren to simply trust
nice, are fun to game
. This conversation

should be ongoing and adapted as y

our child ages and

enters adulthood where online dating and professional

networking are widely used.

High Tech Crimes Bureau




\EGBS DFW Buy Tickets Your Home More ¥

Related Tags: Crime, Dallas, Dallas Love Field, Jennifer Lynn Dou
Follow CBSDFW.COM: Facebook | Twitter

DALLAS (AP) — Prosecutors say a Wisconsin woman
has been accused of meeting a 14-year-old Texas boy
through online gaming and having sex with him.

Jennifer Lynn Dougherty, of Janesville, Wisconsin,
remains in custody pending a detention hearing
Wednesday in Dallas.

Wisconsin Woman Arrested In Dallas With
Runaway Teen She Met Online

September 22, 2015 8:59 AM Dougherty faces Texas charges of harboring a

O . _ runaway. A federal complaint says she transported the
£ snare SENIEATERE Shle: minor to Wisconsin to engage in sexual activity

His parents reported him missing Sept. 12.
Prosecutors say that's when Dougherty flew to Dallas,
she and the boy had sex at a hotel then both flew to
Wisconsin where they continued sexual relations

The pair returned to Texas on Sept. 16. Dougherty
was arrested at Dallas Love Field and police
recovered the boy

Online records don't list an attorney to speak for
Dougherty, whose age wasn't immediately released

{© Copyright 2015 The Associated Press. All Rights Res

- published, broadcast, rewritten or redistributed.)
Retrieved from http://dfw.cbslocal.com/2015/09/22/wisconsin-woman-
arrested-in-dallas-with-runaway-teen-she-met-online/.
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Though this is one of the worst case scenarios, imagine learning that your
child has been in contact with an adult with plans to meet. How do you

respond? Keep in mind that youth ar
sense of adventure than of fear, espé¢

e curious, impulsive and have more of a
2cially online.

It is extremely difficult for both pare
tweens and teens end up in situatior
that we reflect on these scenarios ar
them for the possibility

Child predators are onli$e using}-thé-

our youth and are masters at groom

1d discuss them with youth to prepare
- ith them.

same apps, sites and gaming systems as
ng vulnerable children into situations

that youth rarely know exist. Talk to
to interact with online and check on
with other gamers, don’t allow the h
central space where you or another
conversations. If they aqe'téXti'n'g/To'ﬁ'
with whom they are chatting? Have

your children about who they are allowed
them regularly. If they are voice chatting
eadset and/or only allow gaming in a
trusted adult can be listening to the

vate messaging, do you regularly check
you discussed what is and isn’t okay to

share with others online, even if the

person for days, weeks, months? Dis
certain private information.

Office of the lllinois Attorney General
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y’ve been chatting or gaming with that
cuss why you do not want them sharing
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As noted on the previous slide, once an individual is given the label of
“friend,” we trust them in a way that makes us vulnerable. Now
imagine your child befriending s?meone online whom neither of you

have ever met before. The new

anel

riend” is kind to your child, gives

£

them attention, and seems helpf
the person seems like the perfec
send the message that “every str:

do not want youth to simply trust

|, faithful and trustworthy. In fact,

friend. While we do not want to
anger to us online is a predator,” we
because someone seems nice or has

their back when gaming. Kids can
around the world, ha\{e fun and n

private or personal information. 1

game online with people from all
ever talk to other gamers or share
'hey can have fun on social media and

follow celebrities and funny YouT
individuals to have access to their

ubers without allowing those
social media pages.

The bottom line is, parents/guatq

child’s online worId h\avmg pass
texting conversations, knowing

lians must be fully immersed in their
jords, checking texting apps and basic
ho they are interacting with while

gaming and checking thelr social medla followers and private

mesSages.

Office of the lllinois Attorney General
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Online Exploitation: Perpetrator
Selection/Engagement

e Pursuing friendships | Attention seeking
— Accepting random frlen.d. - | — Controversial posts
requests B

Bl — Provocative images or
- Wllllng to chat with RERE ~ videos |
unknown users A - |
R EEE R = 1Sad stories |
— Seeking to meet new | = |

frlends online

_
~|* Innocent/nalve

e Low self-esteem - | — Posting plenty of private
— Seeking attention through information
pictures — Responding to random
— Using public profile to and/or inappropriate
attract more followers ] messages

Report to www.cybertipline.com

y Office of the lllinois Attorney General

High Tech Crimes Bureau



-t - mem- 0

2 O

As previously discussed, youth of all ages are innately impulsive and curious,
which can lead to interactions with unsafe individuals.

Identifying who may be

Students who may be lonely or seeking attention can be vulnerable to

sctions with children. Pre

at risk for ulsafe interactions can assist in prevention.

predators seeking conn
appear kind, caring and
seeking friendships. Pre
maintain confidentiality

youth collectively spending less time

trustworthy:;J qualities tha
dators also want secrecy,
regarding their relations
face to face

dators are often patient and
it often appeal to students
encouraging students to
nip and interactions. With
and more time

communicating via tech
unknown individuals at

nology, _they
a much grea

create oppo

arp ntantiallh, ol acC

rtunities to Connect with

Innocent or naive youth
comfortable sharing thei
concern for who may vie
shared, it can be used tc
peer. Additionally, their

~+
dal IJULCIILI Iy QL IIDI\ ao

ir name, loce

well. They may be

tion and school without hesitation or
>w this |_nfo_r ation. Once personal information is
) gain access to the student by someone posing as a

protective instincts may not kick in as quickly as we

might like: while one yo

uth gets an Instagram direct message from an

unknown user and immediately deletes the message and even blocks the
user, another may reply, thinking they now have a new friend, and continue

the conversation.

High Tech Crimes Bureau

 Office of the lllinois Attorney General
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Youth who are willing to post photos and/or videos that may
appear to be sexually provocative, or who openly talk about sex

with unknown people, are mo
predators online.

re likely to be targeted by

Encourage youth to treat all st
strangers. There is a big differe

rangers, whether online or off, as
nce between meeting someone

new offline than online. Offli

.' wegan valuate the entire

situation and know whether sc

omeone is @ male or female teen
ts are also aware of the

or adult. Typically, trusted adu

interaction occurring Onllnevlhe truth can easily be masked and

trusted adults may have no a

areness of the interaction.

Expect your children to discuss their online interactions with
you, as well as share when new individuals attempt to contact
them, even in the most seemingly innocent ways.

\  Office of the lllinois Attorney General
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Exploring Sexual Orientation

L] . i |
- - 2
. Ey . - { SR ¥ -
F yof
' g
>

One Teen"f's_Story mEEEEEE

 Teenager on Vine

w0

e Posts non-explicit vide

e Posts phone number ar
sexually explicit cor
asking people to contact | %
him EEEEE A

‘(5

-
=1

P

—

ALONE. (JIONFUSED. SAD. CURIOUS.

Office of the lllinois Attorney General
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How would you réspond if you knew your child posted
their contact information for sexual encounters? Why
might a child post this online? Who may this type of post
attract? If classmates found this post, how might they
respond? How can you protect your child while allowing

exploration? REER= S |

As our children mature and develop, they may have
questions concerning their sexuality. By being available

| |to actively listen %‘nd talk to children, we can help prevent
them from seeking to have these discussions with
unknown individfals.

-t - mem- 0
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Too Much?

L 1 February 24 - B IL - 2

"if you can pull off a beanie you can pull off
my pants"

"if you can rock a beanie you can rock my
bed((:" — with

3 Likes 5 Comments

I‘ Like B Comment A Share

Office of the lllinois Attorney General
High Tech Crimes Bureau
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Since you are following your chil | on Facebook (along with Instagram

and/or Twitter), imagi

recently posted by your child. Ho

ne this pops up on you
would yo

r timeline and was
u approach them about

this post? Would you
post enough? Do you

f‘f\n(‘lfl

discipline them oris a ¢
request they delete th

onversation about the
s from their timeline?

Questions to
the lunch room? Wou
so comfortable sharin
large audience (includi

bUIIDIUCI

\ 1
VASAS 1

g th|s|typeu f

ass this around
one’s face? Why are they
o freely and to such a

As teens’ hormones a
This post was clearly r
provoke a conversatio
conversations with ot
media post.

ing adu1ts)'—:‘:‘i Er 1]

neant to be risqué, as

Office of the lllinois Attorney General
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re racing, sexu’al curiosity should be expected.

ell as comical, but should

n with an adult about their questions,
hers and why this is not appropriate for a social




“OMG, He Likes Me”

A Pre-Teen’s Story
“Steph,” a 5th %rader, was innocently dating a boy in her grade. She described
him as cute, nice and kind. In the Spring, she started receiving compliments

from a 7t grader, who participate

older boy addgd her to Snapchat

N
n

(@)

— Q)
| -
o
—_— N |+

he same after school activities. The
t a lot of time flirting, eventually
e “brave” and send one first, she

(@)
7~

asking for a nude photo. As he a
reciprocated.

N B |

Consequences
ress * Betrayal * Break-Up * Reputation

Discipline * Law Enforcement

~ Office of the Illinois Attorney General
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About a month later, Steph’s mom was cheCking her phone and saw a
text from the boyfriend asking S

“nude” to the older boy.

teph if it was true that she had sent a

Put yourself in Steph’s mom’s shc
reaction, step? What disciplinary

the school? Do you at

es. What is
actiondoy

your first thought,
ou take? Do you contact
h srade boy’s parents?

Can you recognize the
facing? Relationship e
Betrayal. Stress.

tempt to contact the 7'
consequerces your d&z
AOEd S s e

mghter/Steiph is already
school. Reputation.

What can you do to el
spread? How can you

See future slide ‘Do T\

asure that t
support yo

his image d
ur child whi

yveens/Teen

oes not continue to
le also disciplining?

s Get It?’ to reflect further on what

youth are thinking when they engage in risky sexting behavior.

I High Tech Crimes Bureau

~ Office of the lllinois Attorney General




‘Large Scale

Colo. students in sexting
scandal could face felony
charges

149 Comments ¥ 1.2K Shares 7 135 Twesls Stumble © @ Email Mors
Colorado parents are outraged and concerned as school district officials reveal nev

details on the "large scale" sexting scandal at Canon City High School.

The school dis ays the scandal involves an equal number of boys and girls -
including some who are only in eighth grade - who could face felony charges. This
is forcing parents and administrators to re-evaluate how they monitor teen activity

in a high-tech world, reports CBS News correspondent Carter Evans.

At an emergency meeting Thursday night, concerned parents learned that possibly
hundreds of students at Canon City High may have been collecting and trading
nude pictures of themselves and friends on their cell phones, like trading baseball

cards.

"It was flooring to find so many and there are more we don't know about," said
Principal Brett Meuli.

Administrators started investigating after they got an anonymous tip. They started
inspecting phones that were turned over voluntarily, uncovering hundreds of
explicit photos of students.

"The decision was made based on what we saw to call the police and at that point,
you just need to hand over everything you got and let the criminal investigation
proceed,” said Superintendent George Welsh.

At least half of the football team has been implicated in the sexting scandal. As a
result, administrators decided the team will forfeit its final game of the season.

"If we're going to preach character and integrity and doing the right thing when
nobody's looking, we ]u:.t can t ~tep on the held and compete - repre:.ent our
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by ad
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ymous tip received
ministration

them

Article retrieved from www.ktvg.com.
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Questions similar to those addressed in the previous story should be

raised. However, many of the stu
not romantically involved and ma

dents participating in this case were

)y not have even known each other.

Would you respond differently if
images, but never created any of

your child only possessed these

2

uae n[S Wwe

Many, if not all, of the involved s
(dlscussed on a later <.I|de) WOLII

d you know what to Iobk for if you
fgr mappr priate or rlsky apps?

Discuss this story with your t?wee
students engaged in the taking ai

How would they respond if they

n/teen and ask them why they think
1d sharing of these photos.

received the photos, were asked to

participate, were asked to downl

oad the “vault app,” knew peers who

were participating? Their responses may change for each scenario,

which is why it is so important to
with them and prepare them for
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have open and real conversations
different potential situations.




Preparie for the Pressure

Send me a pic ©

What?
I'm NOT that type.

| My parents check my phone.

Duh. Snapchat.

Screenshots...remember the

locker room incident????
Really? You think I'd do that to
u?

[ HOWAWILEYOUIRESPOND?

\ Office of the lllinois Attorney General
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Presentation Notes
“No!” should always be enough. If we don’t feel comfortable with something, we have the right to say “No.” Unfortunately, your child may say no and still face pressure. You can use the above conversation for a variety of potential situations in which your child may find themselves. Practicing should help them become more confident in their response, and they will also know that you are willing to help them navigate these difficult and uncomfortable conversations and relationships.


Do Tweens/Teens Get It?

Misconceptions @ | Developmental Issues
* /twasanaccident | * Physical acceptance
e It'smy b}o_dy | * Hormones
* We're not touching, | * Curiosity & urge to
having sex, etc. = | experiment i
» I'msafeinmy = lllogical thought
bedroonb/home |« lack of understanding of
e We'rein love -~ consequences/reality
e It’s mutual; we’ll both o Impulsivity
delete it after | e Need to belong

~* Relationship building

<"\ Office of the lllinois Attorney General
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As previously mentioned, children of all ages are still building social
and emotional skills, which plays into their decision making and ability

to foresee consequen

misconceptions provided on this
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Photo Vault Apps

v

Hidden-photo vaults keep ph
out of view from a prying paren
or friend. Key features include:

Keep Safe Private
Photo Vault - Hide...

KeepSafe Software, Inc.

* requiring a password for 1] (231)
access; T | pm——

* hiding their true purpose (fake [ lfyoyneedto do a spot check,
calculator apps actuallydo | 9n iPhones go into Settings ->
function as calculators but | Privacy -> Camera to see which
double as a way to inputa apps have used the camera. This
secret code and stash secret i will reveal any camera apps
pictures); and disguised as something else.

e soundinganalarmorsnapping | = gr Secrot Caloulator
a picture when accessed to | Folder Free - Priv...
catch anyone trying to break e o e

In. | I (926)

Elgersma, Christine. November 9, 2015. Sneaky Camera Apps Parents Should Know About.
Common Sense Media. Retrieved from www.commonsensemedia.org.
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These are just two examples of the type of apps used as “photo vaults.”


Photo Vault Apps
* Search “photo vault” in the app store

* Requires a password fo_r_access
* |con hldesJepue. e |
e Some aIIow for a d| ecoy pin

* May s?undﬁﬁﬁaﬁ I/snap a picture when
accessed N

The desire for privacy is common with youth. When we surveyed lllinois youth in 2014,
42% believed they should be thie only person to review their online activity.

Elgersma, Christine. November 9, 2015. Sneaky Camera Apps Parents Should Know About. Common Sense
Media. Retrieved from www.commonsensemedia.org.
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As teens crave independence from adults and other authority, they may seek autonomy in new apps.

We all should be aware of our teens’ resourcefulness and ability to find ways to hide inappropriate messages and or images on their devices.  Any of us can easily search our respective app store to find these apps.  Most require a password and have an icon to hide their true purpose.  Some may allow for a decoy pin – for that prying friend/parent – that accesses a separate set of photos. Still others may sound an alarm or snap a picture when you attempt to access them.   



YourRole
Boundari?shjéxpe_e _ ;§._'u:;,‘fg?_i5t'0--3-




Who Forms '_Y'o

I

ur Lhﬂd’ 'Net?

|
i i

Jacob Wetterling Resource Center
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Ensure that both you and your child have trusted adults to lean on in any and all situations. Besides you, who can your child turn to? If you don’t know the answer to their question about Tumblr, who might? Don’t expect yourself to know the answer to every online question your child has, but know who you and your child can turn to in those cases. Additionally, your child might be embarrassed or nervous to talk to you about some situations, so who else are you both comfortable with your child going to for help?


Why Aren’t Chlldren Reporting?
The stakes are high. The loss could be great.

* Potential Consequences

— Peer% (embarr'assimen?tj,_ :,rge1'talfiation)

— Parehts (dISCIpIih{ej—-C 1S ﬁﬂ ent)

e Don’t ﬂ{ecognize the Problem

* Independence
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Potential Consequences: 
Even when youth are not the offender or perpetrator, they may feel that because they are reporting they will face consequences. Similarly, if they receive something inappropriate or hurtful on their device, they may think they will be blamed for the issue. Assure your child that this is not the case. Having the problem doesn’t mean they will be held responsible (unless there is evidence they engaged and contributed to the problem).

Don’t Recognize the Problem:
Review and reflect on scenarios with your child to assist in their recognition of problems, as well as how best to handle the problems they encounter. Some youth may simply not think a problem is serious enough to report.

Independence:
Youth are exploring their abilities and seeking autonomy as they grow. It is natural for them to attempt problem solving themselves. Through your preparation and continual conversation with them regarding preventing problems and crafting solutions, they should recognize when they need assistance.


Teens & Communication

63% indicate parvegnt:_agl conversations help th;em stay

safe online SEEEEEE e |

— However, only 22% indic f it grents discuss online
profiles and posts with then S F= \

31% would talk i & O

parent/kuardian if they or g - *

a friend had an online
problem

— Plan ahead for potential
problems and consequencés —
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Seeking Assistance

 Document issues when they arise
— Ewdence is extremely |mportaht |

e Assist chnu in disconnet 'i g Wi ﬁlszfE'"‘l

- BIock-_contact, delete app, uti

= S e i e

’ -

* Contact offender’s par
enforcement when appr0|pr|ate
— Know what you want, e.g., please stop texting my child”;

an extra set of eyes at school lunchtime; the offender is

unknown to my child and |5 requesting to meet them, can
you help intervene

faYa)
\.-II\.’I

i} _gJ_____ _
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Documentation can include note taking or screenshots.

Assist child in disconnecting with the offender: block, report to site, ensure privacy settings are turned on, delete app or profile on app if issues do not end.



Contact Information

Melissa Hemzacek

Internet Safety Specialist

Ll gl

- C
1terne

ristine Feller
2t Safety Specialist

(Nd)rth of I-80)
|

17}

~ (South of 1-80)

High Tech Crimes Bun&eau High :eCh 'Crimqs Bureau
?hicago = { e Springﬁ'éld
312-793-4230 | 217-782-9030

cfeiier@a‘tg.state.il.us

mhemzacek@atg.stTte.ii.us
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